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1. Executive summary

Attack paths to fix first

o Account takeover path (critical together, from findings rated high). 1 exposed credential on
example.com, and a VPN endpoint at vpn.example.com. The Microsoft 365 tenant does not enforce a
second factor. The surface is a remote access service, so a working credential is a session on the host.

The EAK gap analysis stands at 49.4% compliance, rated High risk by the authority's method.
The maturity assessment against NIS2 Article 21(2) averages 2.1 out of 5, with a target of 3.
The internet-facing exposure score is 4.1 out of 10 (Low). Live findings: O critical and 2 high.
Policies KYA 1689/2025 asks for that are approved and within their review date: 6 of 12.

The quantified risk register estimates an expected loss of €183,900 a year.

The roadmap lists 39 actions, 12 of them high priority.

Of the 143 EAK gaps, the roadmap holds the 15 largest. The rest are in the gap analysis workbook.



2. Scope and method

No ISMS scope statement is recorded.

Domains in scope: example.com, example.net.

Method

o The EAK gap analysis, answered by the organisation with its adviser and scored by the authority's
documented method.

e A maturity assessment against NIS2 Article 21(2), each item answered on a scale of O to 5.

« Automated monitoring of the internet-facing estate by Vardion, on addresses the organisation approved.

¢ The internal network, read from host inventory, configuration checks and any internal sweep, scored on
its own scale.

o The organisation's ISMS records: the policy index, the security officer, the programme and the risk
register.



3. Compliance with Law 5160/2024

EAK gap analysis: 169 of 169 controls answered. Important entity.

COMPLIANCE RISK BAND
49.4% High risk
SECTION

1. Ynoxpewoelg & Eubuvn twv Avwtdtwyv Opydvwyv Aloiknong

2. MA\aiolo Aloxeiplong Kivduvwyv

3. MoAtikeg Kot Atadikaoieg Aopalelag MAnpogoplwv

4. Poloy, Appodlotnteg kot EEouaieqg

B. Avegdptntog EAeyxog Ac@aAelag MNMAnpogopLwv

6. Aladikaoieg MNapakoAoubnong TNG ZUPHOPPWOoNG

7. Aop&Aelo AvOpwTivou AUVOULKOU

8. Alayxeiplon YAKoU kat Aoylopukou

9. Aloxeipion Acpdaielag AAuoidag Epodlacpou

10. Aloxeiplon Tautotntog, AuBevTtikomoinon Kot EAgyxog MNpocBaong
11. AcpaAng MNMapapetporoinon YAIKoU, AoYIGUIKOU, YTINPECLWYV KAl AIKTUWV
12. Apxeg Aopaloug Avamtuéng Epappoywv

13. Alaxeipion AN aywv

14. Awaxeipton kot N'vwoTtomnoinon EuttaBelwy

15. AEloAdynon NG ATTOTEAECHATIKOTNTOG TwV METpwV Alaxeiplong Kivduvwyv
KuBepvooo@AaAELOg

16. AopaAela AIKKTUWY, YTIOSOPWYV Kal YTinpeolwv NEpoug

17. Mpootacia and KakoBoulo AOYLOULKO

18. Ekmaideuon kol EuaioBntomnoinon oe O¢pata KuBepvoao@aAeLag
19. Xprjon Kpurtoypagiog

20. Quotkn & MeplBarAovTik ACQAAeLn

21. Aloyeiplon Meplotatikwv Ac@aAelac & YTIOXPEWOELG AVapopag
22. Aopalela Texvntig Nonpoouvng (Al Security)

23. AcpaAela Aettoupyikng TexvoAoyiag, Aladiktuou Twv Mpayudtwy Kot laTpikwv
>uokeuwv (OT, loT, loMT Security)

COMPLIANCE

50.0%

38.2%

60.7%

64.5%

12.5%

42.9%

56.7%

56.3%

A77%

70.5%

60.9%

48.9%

32.4%

51.3%

37.5%

40.8%

68.8%

50.0%

42.4%

57.6%

39.9%

Not applicable

31.3%

RISK BAND
High risk
High risk
Medium risk
Medium risk
Critical risk
High risk
Medium risk
Medium risk
High risk
Medium risk
Medium risk
High risk
High risk
Medium risk

High risk

High risk
Medium risk
High risk
High risk
Medium risk

High risk

High risk



SECTION COMPLIANCE RISK BAND

24. ETuxelpnolokn Zuvexela kat Alaxeipion Kpioswv

Largest gaps

61.4% Medium risk

CONTROL IMPLEMENTATION POINTS SHORT

5.3 EQOCOV amod TG OTMOTEAECUATA TOU AVEEXPTNTOU EAEYXOU TIPOKUWEL Not started
QVETIOPKING UAOTIOINCN TWV GMOPAIiTNTWY TEXVIKWYV, OPYOVWTIKWV KOl

ETUYELPNOLOKWYV HETPWV KUBEPVOQOTPAAELOG, TO AVWTATO OPYAVO SLOIKNONG TNG

OVTOTNTOG EKKIVEL SLOBIKOCIEG HLOPOWTIKWY EVEPYELWV.

5.4 OLaveEApTNTOL EAEYXOL SLEVEPYOUVTOL OE TIPOYPOUUATIOHEVD XPOVLIKA Not started
SLOOTAMOTA, KABWE KAl OTAV AGUBAVOUV XWPG CORAPA TEEPLOTATIKA

KUBEPVOQOPAAELNG I} CNUOVTIKEG GAAQYECG OTIC AEITOUPYIEG TNG OVIOTNTOG N

€(OOOV £Xel LETOBANOEL TO TPEXOV SlEOVEC TIEPIBAAANOV KUBEPVOATIEIAWV.

15.3 H ovtotnTa UAOTIOLEL HLOBIKOCIEG OTIOKATAOTAONG TWV EAAEIPEWY TIOU Not started
SLAMOTWVOVTOL OTOUG EEWTEPLKOUG EAEYXOUG TIOPEIOOUONG, KABWC KO

SLOBLKOCIEG ETIKUPWONG TWV SLOPOWTIKWYV HETPWYV, UE BACN CUYKEKPLUEVO

TIAGVO TIPOTEPALOTIOINONG, ACKBAVOVTOG UTIOYN TNV KPLOOTNTA TWV

EUPNUATWV.

2111 H ovtotnTa S100@OaAilel TOKTIKG (TIPOTEIVETOL £TNOLWE) OTL OTNV UTINPEGCIO Not started
SOC TePIAGUBAVOVTAL TO CUVOAO TWV CUCTNUGTWY KOl TWV UTIOSOUWYV.

23.4 H ovtoTNTO XpNOoLoToLEl TEXVOAOYiEC TTAPaKOAOUONONG YO TNV Not started
QVIXVEUON GVWHOALWYV, ATIEIAWV KOL ETILOECEWV OTIC EEELBIKEUUEVEC UTIOSOLEC
me.

24.5 H ovtétnta £x€L UNOTIOLOEL EVOANOKTIKO ToTtoBecia (Disaster Recovery Not started
Site) yLo OAEQ TIG KPIOIWEG UTIOOOUECS, AAUBAVOVTAC UTIOYN TG ATMOTEAECUOTO

™ng Avaluong Emelpnuatikwy Emmtwoewy (Business Impact Analysis - BIA). H

€TIAOYN TWV cUCTNUATWYV TIou uTtootnpidovtal oto DR Site Baoiletal og

TIPOKABOPLOPEVOUC BEIKTEG: ZTOX0 Znpeiou Avakapyng (Recovery Point

Objective - RPO), Xpovo Avaktnong (Recovery Time Objective - RTO) kat Meyioto

AvekTd Atdotnua Altakotng (Maximum Tolerable Period of Disruption - MTPD)

SLO0POAIZOVTOC TN CUVEXELD KPIOIUWYV ETILXELPNOLIOKWY AEITOUPYLWY OE

TEPIMTWON cORAPNG SLOKOTING ) KATOOTPOPNC.

8.6 H ovtotnta eappdlel eTikeToToinon (labeling) OAwV Twv ayadwV (UALKOU Not started
KOL TTANPO®OPLWYV), CUMPWVA UE TO oxXNKa Taglvounong (classification scheme,
TX., ANUOCLa, ECWTEPIKE, EUMIOTEUTIKG) TWV AyGBWV KOL TwV 6ESOUEVWV.

13.4 O1 SLadikaoieg dloxeiplong oAAaywV aELOAOYOUVTOL KA ETIKALPOTIOOUVTOL  Not started
o€ mMePLodIKN B&on (MPOTEIVETAL £TNOLWG), KABWC Kal OTAV AAUBEVOUV XWPT

OOoBOPG TIEPLOTATIKA KUBEPVOACPAAELTC I} CNUOVTIKEC GAAAYEG OTIC

A€lToupyieg TNG ovIOTNTAG.

16.1.10 H ovToTnNTa EQOPHOZEL PINTPAPLOKO TNG SIKTUGKNG Kivnong HETOEU TV Not started
SLOKPLTWYV UTIOSIKTUWY, HE BAON TIG OTIALTHOELG ACPAAELAC KOOBE {WVNG.

5.00

5.00

5.00

5.00

5.00

5.00

4.00

4.00

4.00



CONTROL IMPLEMENTATION  POINTS SHORT

16.1.12 Ot TIOALTIKEG KOl SLASIKACIEG TIOU GPOPOUV OTNV ACPAEAELD SIKTUWV Not started 4.00
0&LOAOYOUVTAL KO, KOTA TIEPITTTWOTN, ETUKALPOTIOLOUVTOL TOKTIKG O€

TIPOYPOUUOTIOHE VT XPOVIKG SLOOTAUATA (TTPOTELVETOL OE €TNHOLO BAON), KOBWG

KOL OTOV AOUBEVOUV XWPO 0OROPA TIEEPLOTATIKA KUBEPVOACPAAELAG I

ONMOVTIKEG GANQYEC OTIC AELTOUPYIEG TNG OVTOTNTOG I EPOCOV €XEL LETORBANDOEL

TO TPEXOV dleBVEG IEPIBGAAOV KUBEPVOOTIEIAWYV.

Vardion calculates this score from your answers using the authority's published method. It is not the authority's determination or
legal advice.

Mnyn: E6Bvikn Apxn KuBepvoao@aAelag, YTOSelyua epyaAeiou gap analysis yio TN CUPMOP@WoN HE ToV V. 5160/2024 (0Oényia
NIS2), Zemteppplog 2025, cyber.gov.gr, adela CC BY-ND 4.0.



4. Maturity

NIS2 measures, assessed against NIS2 Article 21(2) with a target of level 3.

DOMAIN SCORE TARGET ANSWERED
Article 21(2) o | 21 3.0 10/10
Largest gaps

ITEM LEVEL TARGET
21.2.c Business continuity, such as backup management and disaster recovery, and crisis 1 3
management

21.2.g Basic cyber hygiene practices and cybersecurity training 1 3
21.2.a Policies on risk analysis and information system security 2 3
21.2.d Supply chain security, including security-related aspects concerning the relationships between 2 3

each entity and its direct suppliers or service providers

21.2.f Policies and procedures to assess the effectiveness of cybersecurity risk-management 2 3
measures

21.2.h Policies and procedures regarding the use of cryptography and, where appropriate, encryption 2 3
21.2.j The use of multi-factor authentication or continuous authentication solutions, secured voice, 2 3

video and text communications and secured emergency communication systems within the entity,
where appropriate



5. Technical exposure

From the last full scan on 2 November 2026 and the checks run since.

EXPOSURE SCORE CRITICAL HIGH MEDIUM
41 0 2 2

Low

LOW INFO

3 3

Account takeover path: rated critical as a whole, because its findings give a way in only together. Each is listed
below at its own severity.

Posture by area

EXPOSED SERVICES PATCHING ENCRYPTION WEB CONFIGURATION
EMAIL DOMAINS AND DNS CREDENTIALS

Each area is graded by the risk of its open findings: A nothing open, B low, C medium, D high and F critical.

Changes that reduce the risk most
ACTION WHERE SEVERITY FINDINGS

Reset the credentials on the account named in the vpn.example.com (the details are High 1
finding, revoke its active sessions and confirm multi-factor in the console, under finding F-
authentication is enforced on the sign-in surface it names. 33FE27B430)

Turn on security defaults, or create a conditional access Microsoft 365 tenant High 1
policy that requires multifactor authentication for all users. example.com

Reset the password on the account named in the finding example.com (the details are in Medium 1
and revoke its active sessions. the console, under finding F-

258E45A9D5)
Reissue the certificate to cover the hostnames served on 203.011313 Medium 1
this address, or serve the matching certificate for each
name.
Remove the product version from the Server, X-Powered- 203.0.113.10, 203.0.113.11 Low 2

By and X-AspNet-Version response headers.

Publish a CAA record naming the certificate authorities example.com Low 1
permitted to issue for the domain.



ACTION WHERE SEVERITY FINDINGS

Add the security response headers the finding lists to this  203.0.113.10, 203.0.113.11 Info 2
service's responses.

Restrict this administrative interface to the addresses that vpn.example.com Info 1
need it, or place it behind the VPN.



6. Internal network

This covers the internal network, from the internal sweep of 12 October 2026, ranked as the internet-facing
findings are and never summed with them.

EXPOSURE SCORE CRITICAL HIGH MEDIUM
0.9 o) o) 2

Low

LOW INFO

o) o)

Changes that reduce the risk most
ACTION WHERE SEVERITY FINDINGS

Restrict 3389/tcp to the hosts that need it, with a firewall rule or a separate 192168.10.31  Medium 1
network segment.

Restrict 445/tcp to the hosts that need it, with a firewall rule or a separate 192168.10.20 Medium 1
network segment.

1



7. Governance

Policies KYA 1689/2025 asks for that are held in the policy index and current: 6 of 12. The rest are listed below
with where each stands.

POLICY STATE
Acceptable use policy Review overdue
Removable media policy Missing

Supply chain security policy Missing
Security testing policy Missing
Cryptography policy Missing
Physical and environmental security policy Missing

The security officer is Nikos Example, reporting to Managing director.
The last management review was held on 9 August 2026.
These programme duties are overdue or have never been done.

o Security awareness campaign
¢ Privileged access review
o Critical supplier review



8. Risk in money

EXPECTED LOSS A YEAR ONE YEAR IN 10

€183,900 €693,000

1. Ransomware stops dispatch €153,800 a year
2. Customer data stolen from the portal €30,100 a year

An estimate simulated from ranges entered by officer, last changed on 8 September 2026. It is a judgement, not a measurement.



9. Roadmap

An action keeps the priority you set. Otherwise it comes from the source: severity for a technical change,
missing points for an EAK control, missing levels for a maturity item.

An action with no owner falls to the security officer. One with no date is due by the deadline of the findings it
closes, or else within 30 days at high priority, 90 at medium and 180 at low. A date already past shows as the
report's date, with the date it was due.

Of the 143 EAK gaps, the roadmap holds the 15 largest. The rest are in the gap analysis workbook.

# ACTION SOURCE PRIORITY OWNER DUE
1 Close the gap in EAK control 21.11: H ovtotnta dlao@aAidet  EAK 2111 High Security 1 January
TOKTIKG (TpoTeiveTal £TNOIWE) OTL oTNV UTnPecia SOC officer 2027
TEPIAPPBAVOVTAL TO GUVOAO TWV CUCTNHATWYV KOL TWV
UTIOS0WV.
2 Complete and test the continuity plan, and keep tested EAK 24.5 High T 2
backups of the critical systems. manager December
2026
3 Write the change management procedure and have it EAK 13.4 High IT 17
approved. manager December
2026
4  Close the gap in EAK control 21.9: H ovtétnta Stoo@alidet  EAK 21.9 High Security 1 January
TNV OTIOTEAECHATIKA AELITOUPYia Tou KEvTpou officer 2027

Emuxelprioewv Acpaleiog (SOC) peéow tng aglomoinong
oUYyXPOVWYV ZUoTNHATWY Alaxeiptong NMANPoQopLwy Kot
2uppavTwv Aopaoleiag (SIEM), Opxnotpwong Kat
Autopatorotnuevng Anokplong (SOAR) r/kat EKTETONEVNG
Avixveuong kat Anokpiong (XDR), pe 0TtoxX0 TNV
QUTOMOTOTIOINON SLOBIKOOLWYV KOL TNV TOXEIQ ATIOKPLON OE
TIEPLOTOTIKA GOQPAAEING OE TIPAYUOTIKO XPOVO.

5 Schedule cybersecurity training for the management body EAK 1.6 High Managing 1 January
and briefings for all staff. director 2027
6 Write the risk treatment plan and have the managing EAK 2.3 High Security 17
director approve it. officer December
2026
7 Raise 21.2.c Business continuity, such as backup Maturity High Security 2
management and disaster recovery, and crisis management officer December
to level 3 2026
8 Raise 21.2.g Basic cyber hygiene practices and Maturity High Security 2
cybersecurity training to level 3 officer December
2026



10

1

12

13

14

15

16

17

18

19

20

21

ACTION

Reset the credentials on the account named in the finding,
revoke its active sessions and confirm multi-factor
authentication is enforced on the sign-in surface it names.
Where: vpn.example.com (the details are in the console, under
finding F-33FE27B430)

Turn on security defaults, or create a conditional access
policy that requires multifactor authentication for all users.
Where: Microsoft 365 tenant example.com

Catch up on the overdue duty: Security awareness
campaign
Overdue since 4 October 2026

Catch up on the overdue duty: Privileged access review
Overdue since 24 October 2026

Appoint an independent auditor and set the audit schedule.

Schedule the yearly security test and the yearly self-
assessment.

List the warehouse scanners and cameras, put them on a
network of their own and watch it.

Label the assets in the register and monitor the capacity of
the critical systems.

Close the gap in EAK control 16.110: H ovtoTtnTta €@appolet
QNTPAPLOUG TNG BIKTUOKAG Kivnong PETOEU TwV
OLOKPLTWYV UTIOBIKTUWY, JE BAoN TIC OTIGLITACELG
ao@AaAELag KAOE Lwvng.

Close the gap in EAK control 16.1.12: Ot TIOAITIKEG KOl
SladIKACIEC TIOU GPOPOUV OTNV ACPAAELD SIKTUWV
a&LOAOYOUVTOL KO, KOTA TIEPITTTWON, ETILKALPOTIOLOUVTAL
TOKTIKA OE TIPOYPOUHUOTIOMEVA X POVIKA SLOIOTAMOTO
(mpoteiveTal og eTNoa BAon), KABWG Kat 6Tav AauBavouv
XWPGC CORAPG TEPLOTATIKA KUBEPVOACPAAELTG N
ONMUOVTIKEG GAAQYEG OTIG AELTOUPYIEG TNG OVTOTNTAG N
€QOOOV £XEL LETAPRANOEL TO TPEXOV OlEBVEG TIEPLBOAAOV
KuBepvoamelAWV.

Encrypt the critical data and review the cryptography
procedure.

Raise 21.2.a Policies on risk analysis and information system
security to level 3

Raise 21.2.d Supply chain security, including security-related
aspects concerning the relationships between each entity
and its direct suppliers or service providers to level 3

SOURCE

Technical

Technical

Programme

Programme

EAK 5.3,

5.4,51

EAK15.3

EAK 23.4

EAK 8.6

EAK 16110

EAK 16112

EAK19.5

Maturity

Maturity

PRIORITY

High

High

High

High

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

OWNER

Security
officer

IT
manager

HR

IT
manager

Managing
director

Security
officer

T
manager

IT
manager

IT
manager

IT
manager

IT
manager

Security
officer

Security
officer

DUE

26
November
2026

27
November
2026

2
November
2026

2
November
2026

31 January
2027

1 January
2027

2 March
2027

2 March
2027

31 January
2027

31 January
2027

2 March
2027

31 January
2027

31 January
2027



22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

ACTION

Raise 21.2.f Policies and procedures to assess the
effectiveness of cybersecurity risk-management measures
to level 3

Raise 21.2.h Policies and procedures regarding the use of
cryptography and, where appropriate, encryption to level 3

Raise 21.2.j The use of multi-factor authentication or
continuous authentication solutions, secured voice, video
and text communications and secured emergency
communication systems within the entity, where appropriate
to level 3

Reset the password on the account named in the finding
and revoke its active sessions.

Where: example.com (the details are in the console, under
finding F-258E45A9D5)

Reissue the certificate to cover the hostnames served on
this address, or serve the matching certificate for each
name.

Where: 203.0.113.13

Restrict 3389/tcp to the hosts that need it, with a firewall
rule or a separate network segment.
Where: 192.168.10.31

Restrict 445/tcp to the hosts that need it, with a firewall
rule or a separate network segment.
Where: 192.168.10.20

Review and reapprove: Acceptable use policy

Adopt and approve: Removable media policy

Adopt and approve: Supply chain security policy

Adopt and approve: Security testing policy

Adopt and approve: Cryptography policy

Adopt and approve: Physical and environmental security

policy

Carry out for the first time: Critical supplier review

Remove the product version from the Server, X-Powered-By
and X-AspNet-Version response headers.
Where: 203.0.113.10, 203.0.113.11

SOURCE

Maturity

Maturity

Maturity

Technical

Technical

Internal
network

Internal
network

Policy

Policy

Policy

Policy

Policy

Policy

Programme

Technical

PRIORITY

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Low

OWNER

Security
officer

Security
officer

Security
officer

Security
officer

T
manager

Security
officer

Security
officer

Security
officer

Security
officer

Security
officer

Security
officer

Security
officer

Security
officer

Security
officer

Web
contractor

DUE

31 January
2027

31 January
2027

31 January
2027

28
December
2026

3 January
2027

10 January
2027

10 January
2027

31 January
2027

31 January
2027

31 January
2027

31 January
2027

31 January
2027

31 January
2027

31 January
2027

13
February
2027



37

38

39

ACTION

Publish a CAA record naming the certificate authorities
permitted to issue for the domain.
Where: example.com

Add the security response headers the finding lists to this
service's responses.
Where: 203.0.113.10, 203.0.113.11

Restrict this administrative interface to the addresses that
need it, or place it behind the VPN.
Where: vpn.example.com

17

SOURCE

Technical

Technical

Technical

PRIORITY

Low

Low

Low

OWNER

Security
officer

Web
contractor

IT
manager

DUE

31 January
2027

1 May
2027

1 May
2027



10. Limitations

+ The EAK and maturity answers are the organisation's own, recorded with its adviser. They are not
independently verified.
e This report is an assessment. It is not a certification or an audit opinion.



11. Sign-off
Signed by those who prepared, reviewed and accepted this report.

ROLE NAME SIGNATURE DATE
Prepared by
Reviewed by

Accepted by

Example Advisory S.A. - advisory.example.org - Prepared with Vardion.



